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Introduction

This document describes how to configure the iSCSI connection in Windows 2012
with AccelStor NeoSapphire. If Multipath I/O (MPIO) is required in your Windows
2012 environment, please refer to the document entitled “How to Configure
Windows iSCSI MPIO with AccelStor NeoSapphire.”

NeoSapphire

There are three items that require configuration: Network, Volume and iSCSI. How to
configure each section is addressed below.

First, log in to the Management interface.

7 Network configuration

[J Volume configuration

] iSCSI configuration

1. Select System -> Network -> Data Port. Check the status of the link. Green means
the cable connection is OK. If it’s not, ensure that the cable is connected to the
network port properly.

& Dashboard General Port [ Data Port | Static Routes
v System >
Add - & Edit 4
1Y General Settings as / -
® Date/Time f Port « Method Address - Netmask Gateway MAC Address MTU | !.mkv Iq_gnt.._
3 — U peve Be BE RS ooomiw om| e | ¥
Access Rights Management ™5™ 1oy 4. Dica | Ipva: - 1Pv4: - IPvé: - oy
R Certificates S IPv6: Disa.. IPV6: - IPV6: - IPV6: - Ocic4:7a:1d... | 9000 | @ ¥
%0 Notifications 03 IPv4: Disa.. IPv4: - 1Pv4: - 1Pvé: - S— ¥
e Imaige Updabe S IPv6: Disa.. IPV6: - IPV6: - IPV6: - Ocic4:7a:1d... | 9000 | @ ¥
04 1Pv4: Disa... IPv4: - 1Pv4: - 1Pv4: - i Ta R 3
é;’“gg’“?‘;‘m‘t 5 Ipve:Disa.. IPV6:- IPv6: - IPv6: - occa7atd. 9000 o ¥
-actory Defaul
Click Edit.
& Dashboard General | Management Port | Data Port | Static Routes
W # System A
Add ~| & Edit |4
1Y General Settings a S
® Date/Time P(:]r:~ Method Address Netmask Gateway MAC Address MTU  Link Ident..
1Pv4: Disa... IPv4: - 1Pv4: - 1Pvé: - e &
i:‘cez:”‘mghts 3 IPv6: Disa.. IPVG: - IPV6: - IPV6: - Ocic4:7a:1d.. 9000 @ ‘
Mar 02 1pva: Disa... | IPvé: - 1Pv4: - 1Pvé: - o
R Certificates 3 IPv6: Disa.. IPV6: - IPv6: - 1PV6: - Ocic4:7a:1d... | 9000 | @ ¥
@ Notifications 03  IPv4: Disa.. IPV4:- IPV4: - 1Pvé: - —— ¥
o Image Update 3 IPv6: Disa.. IPV6: - IPV6: - IPV6: - Oc:c4:7a:1d... 9000 @ ¥
04  IPv4: Disa.. IPv4: - 1Pv4: - 1Pvé: - S o
éIFm?’V{E;F;"“It 5 Ipve:Disa.. IPV6: - IPV6: - 1Pv6: - occa7aiid.. 9000 o ¥
-actory Defaul

Select Static in the IPv4 menu.

Data Port D1 x
IPv4
Method Static -
Address Disabled
Metmask  —
Static
Gateway
I1PvE
Method Disabled >
Advanced Settings
MTU 9000 -
¥
Cancel
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Enter the IP address and netmask. Note: MTU 9000 (enable Jumbo Frame). Click
Save.
Note: Set the Jumbo Frame on the Server iSCSI HBA ports and switch data ports.

Data Port 01 X
IPv4
Method Static v
Address 10.0.1.1
Netmask 255.255.255.0
Gateway
IPv6
Method Disabled v
Advanced Settings
MTU 9000 2

Save Reset Cancel

A confirmation message will appear. Click Apply, then Yes.
A The configuration has been changed. You must apply the changes in order for them to take effect. © Apply

Confirmation X

? / Do you really want to apply the configuration?
o~

| Yes | No

Port 1 configuration is completed. Repeat the above steps to configure the other

ports if there are other ports available.
General | Management Port | Data Port | Static Routes

4 Add -~ # #
Port «+  Method Address Netmask Gateway MAC Address MTU  Link Ident..
01  IPv4: Static IPv4: 10.0.1.1 IPv4: 255.255.255.0  IPv4: - — @
3 | IPv6: Disa.. | IPVG: - IPv6: - IPV6: - Oc:c4:7a:1d... | 9000 | @ ¢
02  IPv4: Disa.. IPv4: - 1PV4: - IPV4: - i &
5 Ipve: Disa. IPVG:- IPV6: - IPv6: - Ocic47ald.. 9000 o ®
03 IPv4: Disa... IPv4: - 1Pv4: - 1Pv4: - AT R 3
3 | IPve: Disa.. | IPV: - IPV6: - IPV6: - Oc:c4:7a:1d... 9000 @ 4
04  IPv4: Disa.. IPv4:- 1PV4: - 1Pv4: - ey @
3 v Disa. IPve:- IPV6: - IPV6: - Occa7aild.. 9000 o ®
] Network configuration
7 Volume configuration
[J iSCSI configuration
2. Select Share -> Volume Management -> Add -> Volume.
<< Share | Volume Management
& Dashboard / % Fal P
P ¥ System & Volume lype Size (M... Status Comment
P £ Storage
W' Share & Shared Folder
(% Volume Management
L NFS
2% CIFS/SMB
B iscsI
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Enter the volume name and size.

Create Volume X
Name test
Comment
Size
500 of 5138 GB v or 103 %
Batch Creation None N7
Save Cancel

The volume configuration is completed.
<< Share | Volume Management

& Dashboard 4 Add + # % & G P

:; :thr:;e Name Type Size (MB) Status Comment
V"-' e test Volume 500002 Unused

(3 Volume Management

L3 NFS

2% CIFS/SMB

B iscsI
[0 Network configuration
[J  Volume configuration

L] iSCSI configuration

Select Share ->iSCSI -> Target -> Add.
<< Share | iSCSI

&= Dashboard Settings | Target | Device Groups
:;gg:;e (381 et 4 Delere &= session |
¥/ Share IQN Alias Defined LUNs Working LUNs Comment
(@ Volume Management
D NFs
2% CIFS/SMB
~ Hiscst

Enter the identifier name.
Add Target 2%
General | Authentication | Portals | ACL | LUN

Identifier windows2012
The identifier of the target.
Alias
The optional alias of the target.
Batch Crestion None i
Header Digest None v

If set to "CRC32C" and the initiator is configured accordingly, the
integrity of an ISCSI PDU's header segments will be protected by 3
CRC32C checksum.

Data Digest None .t

If set to "CRC32C" and the initiator is configured accordingly, the
integrity of an ISCSI PDU's data segment will be protected by a CRC32C
checksum.

Comment

Save Resat Cancel
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Switch to the Portals tab.
Check the iSCSI IP address.
Add Target X
General | Authentication ACL | LUN
4+ Add # Edit
["] Address «

|7 10.0.1.1 |
[ 10.144.1.137

Save Reset Cancel

ISwitch to the LUN tab and click Add.

Add Target *

General | Authentication | Portals = ACL E
/e 4

ID~ | Name R/W Mode Size (MB)

Save Reset Cancel

Select the specific volume and click Save.

Add Target
General Authentication Portals ACL  LUN
saa o :
ID» Name | ID <
Assign a unique ilentifier to the volume
R/W Mode Read Only
IWunc Name  test v &

Batch Selection | Also select consequent volumes with the
same name prefix, if exists.

] o

Save Reset Cancel

Click Apply.

A The configuration has been changed. You must apply the changes in order for them to take effect. © Apply
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Click Yes.

Confirmation X/ |

? ) Do you really want to apply the configuration?

Yes No

A volume has been successfully assigned to the iSCSI target.

o+ Add ’x -—
ION Alias Defined LUNs Working LUNs  Comment
1qn.2017-03.com.accelstor.ns3405:windows2012 1 1

O ———
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Windows
The version of Windows is 2012.
] Configure the IP address and enable Jumbo Frame on the iSCSI HBA data ports if
supported. (If you are going to deploy an iSCSI switch, enable Jumbo Frame on

the iSCSI switch too.)

Configure the IP address.

o Administrator: Command Prompt I;li-

sUserssAdministrator>ipconfig

Jindows IP Configuration

Ethernet adapter Ethernet 4:
Connection—specific DNS Suffix
IPv4 Address. . . . . . . i & i8.8.1.2
Subnet Mask . . . . . . . i g 255.255.255.8
Default Gateway . . . . H

Ethernet adapter Ethernet 3:

Media State . . . . . . . . . . : Media disconnected
Connection—specific DNS Suffix

Ethernet adapter Ethernet:

Connection—specific DNS Suffix
Link—local IPv6t Address . . . . : feBA::f986:a136:h14:3139x13
IPv4 Address. . . . . . . . . . 18.144.1.171

Enable the Jumbo Frame (shown as Jumbo Packet in this case) on the iSCSI HBA data
ports.

Intel(R) Ethernet Server Adapter X520-2 #2 Properties -

Teaming V0LAMs Boot Options Driver | Details Events
General link Speed |  Advanced |  Data Center

.

‘ intEl Advanced Adapter Settings

Profile: I Standard Server W |

Value:
~ | [9014 Bytes v

Large Send Offload V2 (|Pv4)
Large Send Offload V2 (IPvE)
Locally Administered Address
Log Link State Event

Mzwimum Mumbar of BES Procaconms

< m ¥ lse Default
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Ping to check that the Jumbo Frame settings have been set successfully.

Ping “IP address of storage data ports” -f -1 8972
| Administrator: Command Prompt |L|i-

Users Administrator>"H

Users~Administrator>ping 10.8.1.1

B.1.1 with 8972

18.8.1.1: byte

1i8.8.1.1:

1iA.A8.1.1: 1

1id.8.1.1= 1 8 g 72 time<ims

nt = 4, Received = 4, Lost = B <Bx los
te round trip times in milli-seconds:
Hin imum Bms . Haximum Bns . Average Bms

islserssAdministrator >

[J Open the iSCSI initiator. Switch to the Discovery tab and click Discover Portal.
iISCSI Initiator Properties -

| Targets | Discovery ‘FavoribeTargets

Volumes and Devices H RADIUS H Configuration ‘

Target portals

The system will look for Targets on following portals: | Refresh |

Address Port Adapter IP address

To add a target portal, dick Discover Portal. Discover Portal. .. ]

To remove a target portal, select the address above and S
then dick Remove. =

m

iSMS servers

The system is registered on the following iSNS servers: Refresh

Mame

To add an iSMS server, dick Add Server. Add Server...

To remove an iSNS server, select the server above and
then dick Remove.

el
o

More about Discovery and iSNS

Ok | | Cancel Apply
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Enter the Target IP address and click OK.

Enter the IP address or DMS name and port number of the portal you
want to add.

To change the default settings of the discovery of the target portal, dick

the Advanced button.
IP address or DMS name: Port: (Default is 3260.)
[10.0.11] | [3260 |

Switch to the Targets tab. Windows detects the iSCSI target name with an inactive
status. Click Connect to set up the iSCSI connection.

Targets | Discovery | Favorite Targets | Volumes and Devices | RADIUS | Configuration |
Quick Connect
To discover and log on to & target using a basic connection, type the IP address o
DNS name of the target and then dick Quick Connect.
Target: | Quick Connect...
Discovered targets
[ Refresh |
Name Status ~
ign. 2017-03. com, accelstor p710: test 106 Connected
ign. 2017-03,com, accelstor ,p7 10: test 107 Connected
igr. 2017-03.com, accelstor . p7 10: test 108 Connected
igr1. 2017-03. com, accelstor . p7 100 test 109 Connected
ign. 2017-03. com. accelstor.p7 100 test110 Connected -
ign. 2017-03. com. accelstor, p7 10 test111 Connected
ign. 2017-03. com. accelstor p7 10 test112 Connected
ign. 2017-03. com, accelstor, p7 10iwindows 2012 Inacive | 5
<| m RE

Click Advanced.

[¥] Add this connection to the list of Favorite Targets.
This will make the system automatically attempt to restore the
connection every time this computer restarts,

[T Enable multi-path

Advanced. .. [ | cancel

S
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Manually adjust the parameters as appropriate.

General | Ipsec |

Connect using

Local adapter: | Microsoft iSCSI Initiator v]
Initiator IP: [10.0.1.2 v]
Target portal IP: |10.0.1.1/ 3260 v|
CRC [ Checksum

[]Data digest [ |Header digest

[]Enable CHAF log on

CHAP Log on information

CHAP helps ensure connection security by providing authentication between a target and
an initiakar,

To use, spedfy the same name and CHAP secret that was configured on the target for this
initiator. The name will default to the Initiator Mame of the system unless another name is
specified.

Marne: | ign. 1991-05.com. microsoft:win-b&ojmnl 7904 |

(31

Target secret: | |

[ ] Perform mutual authentication

To use mutual CHAP, either specify an initiakor secret on the Configuration page or use
RADILS,

[ ]Use RADIUS to generate user authentication credentials

[ ]Use RADIUS to authenticate target credentials

0K || Cancel || Apply
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Open Computer Management. A new disk will be displayed. Bring it online and
format it.

File Action View Help

e« rEHE RBXSs QB

& Computer Management (Local | Volume | Layout | Type | File System | Status Iic
4 Ir& System Tools Simple Basic NTFS Healthy (Boot, Page File, Crash Dump, Primary Partition) 17
[ @ Task Scheduler Cw System Reserved Simple Basic NTFS Healthy (System, Active, Primary Partition) 3t

[ @ Event Viewer
b @] Shared Folders
[ @ Local Users and Groups p; | = 5 ‘
p (8 Performance —t
ﬂ Device Manager i

4Disk 0

4 g Storage Hasie System Reserved z

b W Windows Server Backur|| 111.79 GB 350 MB NTFS 111,45 GB NTFS
ﬁ’ Disk Management Online Healthy (System, Active, | Healthy (Boot, Page File i

b s Services and Applications IS,
“@IDisk 1
Unknown
465.66 GB 465.66 GB
Offline (i Unallocated
Help

Note: When formatting the partition, remember to set the “Allocation unit size” to
4096.

Format Partition
To store data on this partition, you must format it first.

Choose whether yvou want to format this volume, and if so, what settings you want to use.

() Do not format this volume

(®) Format this volume with the following settings:

File system: |NTFS vl
Allocation unit size: " 4096 W |
Volume label: New Volume

[w] Perform a quick format

[ ] Enable file and folder compression

<Back || Net> | | Cancel
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